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1 Summary

The APNIC secretariat is to be authorized to disable lame DNS reverse delegations after suitable notice has been sent to the domain-holder, with no subsequent fix of their delegation status. Disabled domains will be identified by special remarks: fields in the RPSL format WHOIS database, and can be re-enabled by the domain-holder at any time.
Suitable notice is to be defined by the APNIC secretariat, and announced to the wider community for review, initially proposed as 30 days. While administratively disabled, domain-holders will be mailed reminders on a lower cycle, to be defined by the APNIC secretariat and announced to the wider community for review, initially proposed as monthly.
The APNIC secretariat is to be required to report regularly to AMM DNS SIG on activities under this proposal, and to manage
the process with community consultation.
This proposal follows a similar proposal adopted by the ARIN region membership.
2 Background and problem

Significant percentages (between 10 and 15%) of reverse-DNS entries delegated by APNIC are 'lame' -Meaning that some or all of the officially listed authoritative DNS servers are unreachable, or mis-configured.

This causes several problems in the wider Internet:

1. Lame DNS can delay service binding for clients using these address ranges connecting to a number of  services, because reverse-address lookup timeouts add delay to the connection overhead, when the receiving party tries to resolve the calling source address. 
2. In some cases it causes service to be refused, due to failures during DNS processing.
3. LAME DNS adds to DNS traffic between caching DNS servers and the listed authorities down from the root, processing requests which can only fail after timeout. This represents a measurable load on critical infrastructure which the RIR have been requested to investigate, and reduce.

Both customers/users and un-related third parties suffer the consequences of the mis-configured systems. End users cannot resolve this problem, because of the hierarchical nature of authoritative delegation. The only mechanism to reduce the impact of this mis-configuration is to resume control of the delegated domain in DNS, and terminate the listing of the mis-configured servers so a valid NXDOMAIN DNS response can be sent.

3 Other RIRs

3.1 ARIN

The ARIN community considered and adopted a policy proposal to authorize ARIN to manage lame reverse DNS delegations under a 30 day notice process, which is documented at:

http://www.arin.net/policy/2002_1.html
ARIN have just commenced enforcing this policy, and will be reporting on status at the ARIN-XI meeting.

3.2 LACNIC

LACNIC enforce DNS checks as an active process and update their whois records on a regular cycle.  The check is based on a statistical measurement, and marks lame DNS daily, restoring non-lame status on a weekly cycle. A proposal to enforce this and de-list lame delegations will be presented at the next LACNIC member meeting.

3.3 RIPE NCC

At this time, RIPE NCC measure the extent of LAME DNS for information purposes only. As for other RIR, RIPE NCC require the listed authoritative nameservers to be functional at the time of initial delegation of the reverse domain. Details of the RIPE lame measurement process can be found at:


http://www.ripe.net/ripencc/pub-services/stats/revdns/
4 Proposal

The APNIC secretariat propose that the current administrative tests
on DNS delegation (which are run for statistical/information purposes) be extended to compute a 'countdown timer', which is reset by successful DNS resolution, so that lame DNS servers are detected, and after a suitable period of testing, are identified as persistently lame. This period of time is to be called time T1. T1 is proposed as 30 days by the APNIC Secretariat and is subject to community review.
From time T1, and thereafter until fixed, or the service is disabled, the listed admin-c and tech-c from the domain object are to be mailed to inform them of the problem with their DNS. This will be a frequent
mail, the period to be defined by APNIC Secretariat after community review, initially proposed as a weekly cycle.
After T1+<n> days, where <n> is to be defined by APNIC Secretariat after community review, initially proposed as 30 days, the DNS object in whois will be updated with a special marker which causes the DNS delegation to be withdrawn. The Domain object is clearly 
identifiable as an 'administratively blocked' object, and the block can be removed at any time by admin-c or tech-c contacts using normal WHOIS data management processes. At this time, the admin-c and tech-c will be emailed to inform them the domain has been disabled, and to provide instructions on how to re-enable it.
The special marker will be the addition of RPSL format Remarks: fields, which contain text detailing the APNIC administrative override of the listed nserver: records, a timestamp and information for the domain manager on how to re-enable the domain object (in the form of a URL pointing to instructions and details of this policy).
Periodically thereafter, until the domain is re-enabled, mail reminders will be sent to the admin-c and tech-c of the domain. The mail period will be less frequent, the period to be defined by APNIC Secretariat after community review, initially proposed as a monthly cycle.

Since DNS LAME-ness is globally visible, Details of the current status of all domains under test will be posted to the APNIC website. A report of the status of domain objects, the rate of administrative disabling, re-enabling and related activities will be presented at AMM, in the DNS SIG as a standing report on APNIC Secretariat activities. Additional reports may be made to other
bodies, such as IEPG and NANOG, subject to member privacy issues
(ie bulk/abstract data)

