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Simple Mail Transfer Protocol (SMTP)Simple Mail Transfer Protocol (SMTP)

 ““THE PROTOCOLTHE PROTOCOL”” for email for email
communicationcommunication

 Generally performs everything in plain-Generally performs everything in plain-
text (no data encryption) for server totext (no data encryption) for server to
server communicationserver communication
 Open to sniffing and Man-in-the-middleOpen to sniffing and Man-in-the-middle

attacksattacks

 Generally perform no authentication ofGenerally perform no authentication of
sending server/receiving serversending server/receiving server
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What did it all mean?What did it all mean?

 When you send email to your SMTP server andWhen you send email to your SMTP server and
your servers sends it to the designated SMTPyour servers sends it to the designated SMTP
server (of the recipient), the email is notserver (of the recipient), the email is not
encrypted. This allows anyone/router betweenencrypted. This allows anyone/router between
them to view your message and alter yourthem to view your message and alter your
message (session hijack).message (session hijack).

 WannaWanna see how many routers your message see how many routers your message
passes through? Try doing a passes through? Try doing a ““traceroutetraceroute”” from from
your SMTP server to recipientyour SMTP server to recipient’’s SMTP servers SMTP server
(hidden router/firewall will not even show up!)(hidden router/firewall will not even show up!)
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$ $ traceroutetraceroute  kombukombu..apnicapnic..net net --q 1q 1
traceroutetraceroute to  to kombukombu..apnicapnic..net net ((202.12.29.57202.12.29.57) ) from 203.xxx.xxx.xxx, 30 hops max, 38 byte packetsfrom 203.xxx.xxx.xxx, 30 hops max, 38 byte packets
  11    203.xxx.xxx.xxx203.xxx.xxx.xxx ( (203.xxx.xxx.xxx203.xxx.xxx.xxx)  )  248.598 ms248.598 ms
  22    203.xxx.xxx.xxx203.xxx.xxx.xxx ( (203.xxx.xxx.xxx203.xxx.xxx.xxx)  )  61.918 ms61.918 ms
  33    202.47.xxx.xxx202.47.xxx.xxx ( (202.47.xxx.xxx202.47.xxx.xxx)  )  89.270 ms89.270 ms
  44    202.47.253.134202.47.253.134 ( (202.47.253.134202.47.253.134)  )  46.515 ms46.515 ms
  5  global5  global..hgchgc..comcom..hkhk  ((218.189.12.241218.189.12.241)  )  127.309 ms127.309 ms
  6  global6  global..hgchgc..comcom..hkhk  ((218.189.8.161218.189.8.161)  )  96.762 ms96.762 ms
  77    210.0.247.34210.0.247.34 ( (210.0.247.34210.0.247.34)  )  97.296 ms97.296 ms
  88    210.0.247.42210.0.247.42 ( (210.0.247.42210.0.247.42)  )  115.330 ms115.330 ms
  9  peer9  peer..hgchgc..comcom..hkhk  ((218.189.96.54218.189.96.54)  )  137.293 ms137.293 ms
10  i-3-410  i-3-4..wwhwwh--dist02dist02..netnet..reachreach..com com ((202.84.155.74202.84.155.74)  )  81.425 ms81.425 ms
11  i-5-111  i-5-1..wwhwwh--core01core01..netnet..reachreach..com com ((202.84.155.125202.84.155.125)  )  80.450 ms80.450 ms
12  i-7-112  i-7-1..sydsyd--core01core01..netnet..reachreach..com com ((202.84.249.186202.84.249.186)  )  245.951 ms245.951 ms
1313    10GigabitEthernet5-010GigabitEthernet5-0..padpad--core4core4..SydneySydney..telstratelstra..net net ((203.50.13.37203.50.13.37)  )  320.919 ms320.919 ms
1414    10GigabitEthernet9-010GigabitEthernet9-0..chwchw--core2core2..SydneySydney..telstratelstra..net net ((203.50.6.89203.50.6.89)  )  335.737 ms335.737 ms
15  Pos2-015  Pos2-0..chacha--core4core4..BrisbaneBrisbane..telstratelstra..net net ((203.50.6.226203.50.6.226)  )  264.211 ms264.211 ms
16  GigabitEthernet5-116  GigabitEthernet5-1..cha23cha23..BrisbaneBrisbane..telstratelstra..net net ((203.50.51.33203.50.51.33)  )  258.429 ms258.429 ms

17  apnic1-new17  apnic1-new..lnklnk..telstratelstra..net net ((139.130.97.62139.130.97.62)  )  262.345 ms 262.345 ms !!XX

Sample Sample ‘‘traceroutetraceroute’’ result from result from
Bangkok to Bangkok to APNICAPNIC’’ss SMTP server SMTP server

17 hops!!
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Example of an attackExample of an attack
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Another example of an attackAnother example of an attack
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Not a new problemNot a new problem

 This is not a new problem, it is just beingThis is not a new problem, it is just being
overlookedoverlooked

 It needs more attentionIt needs more attention
 Solutions existsSolutions exists
 People will not understand or want toPeople will not understand or want to

understand the problem until somethingunderstand the problem until something
bad happensbad happens

 SMIME, PGP and TLS (Transport LayerSMIME, PGP and TLS (Transport Layer
Security) implementation are not newSecurity) implementation are not new
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Solution for end-to-end encryptionSolution for end-to-end encryption

 Use SMIME or PGP for encrypting emailUse SMIME or PGP for encrypting email
 ProblemsProblems

 Both sender and receiver must be ready to useBoth sender and receiver must be ready to use
SMIME or PGP (could be a problem for generalSMIME or PGP (could be a problem for general
use)use)

 Man in the middle issues: Jack the hacker will stillMan in the middle issues: Jack the hacker will still
be able to gather email headers including subject,be able to gather email headers including subject,
time of email, internal corporate networktime of email, internal corporate network
information including software name and versioninformation including software name and version
information, etc.information, etc.
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Another Approach Another Approach –– TLS is not new TLS is not new

 Implement TLS (Transport Layer Security) in allImplement TLS (Transport Layer Security) in all
SMTP servers (both sending and receiving sides)SMTP servers (both sending and receiving sides)
 With TLS all SMTP communication between SMTPWith TLS all SMTP communication between SMTP

servers will be encryptedservers will be encrypted
 With proper digital certificates, SMTP servers will alsoWith proper digital certificates, SMTP servers will also

be able to authenticate their identities. This will alsobe able to authenticate their identities. This will also
help in reduction of spam as unregistered/unsignedhelp in reduction of spam as unregistered/unsigned
SMTP servers will not be able to operate.SMTP servers will not be able to operate.

 SMIME and PGP users will not be affectedSMIME and PGP users will not be affected
 Problem: New SMTP servers will be required to waitProblem: New SMTP servers will be required to wait

for certificate signingfor certificate signing
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ImplementationImplementation

 An entity that will be responsible for registrationAn entity that will be responsible for registration
and signing of SMTP server certificates will haveand signing of SMTP server certificates will have
to be established (could be similar toto be established (could be similar to
RIRs/NIRs/LIRsRIRs/NIRs/LIRs structure) structure)

   (Small)(Small) Payment must be collected from SMTP Payment must be collected from SMTP
server owners for registration and signing (toserver owners for registration and signing (to
ensure seriousness in operating the SMTPensure seriousness in operating the SMTP
server)server)

 A cut off date will have to be established, noA cut off date will have to be established, no
fall-back to non-TLS should take place after afall-back to non-TLS should take place after a
set date (e.g. Dec 1set date (e.g. Dec 1stst 2006) 2006)
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Technical implementation forTechnical implementation for
UNIX/Linux platformUNIX/Linux platform

 SendmailSendmail
 ““STARTTLSSTARTTLS””  –– by Claus  by Claus AssmannAssmann

httphttp://://wwwwww..sendmailsendmail..orgorg//m4m4//starttlsstarttls..htmlhtml

 PostfixPostfix
 ““Postfix TLS SupportPostfix TLS Support””  - Lutz   - Lutz JanickeJanicke and  and WietseWietse

VenemaVenema  http://http://www.postfix.org/TLS_README.htmlwww.postfix.org/TLS_README.html

 EximExim
 ““Including TLS/SSL encryption supportIncluding TLS/SSL encryption support”” by  by EximExim

team team httphttp://://wwwwww..eximexim..orgorg//eximexim--html-html-
4.504.50//docdoc//htmlhtml//spec_4spec_4..html#SECT4.6html#SECT4.6
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Technical implementation forTechnical implementation for
Windows platformWindows platform

 Microsoft ExchangeMicrosoft Exchange
 ““How to Help Protect SMTP CommunicationHow to Help Protect SMTP Communication

by Using the Transport Layer Securityby Using the Transport Layer Security
Protocol in Exchange ServerProtocol in Exchange Server””  –– Microsoft Microsoft
corporationcorporation
http://http://support.microsoft.com/default.aspx?scisupport.microsoft.com/default.aspx?sci
dd=kb;en-us;829721=kb;en-us;829721
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……:-):-)…………
$ telnet $ telnet mailamaila..microsoftmicrosoft..com com smtpsmtp
Trying 131.107.3.125Trying 131.107.3.125......
Connected to Connected to mailamaila..microsoftmicrosoft..comcom..
Escape character is '^Escape character is '^]]''..
220 IGR220 IGR--IMC-01IMC-01..redmondredmond..corpcorp..microsoftmicrosoft..com <Inbound SMTP Virtual Server> Thu, 11 Aug 2005com <Inbound SMTP Virtual Server> Thu, 11 Aug 2005  00:xx:xx00:xx:xx  -0700-0700
EHLO xEHLO x
250-IGR250-IGR--IMC-01IMC-01..redmondredmond..corpcorp..microsoftmicrosoft..com Hello com Hello [[203.xxx.xxx.xxx203.xxx.xxx.xxx]]
250-TURN250-TURN
250-SIZE 10485760250-SIZE 10485760
250-ETRN250-ETRN
250-PIPELINING250-PIPELINING
250-DSN250-DSN
250-ENHANCEDSTATUSCODES250-ENHANCEDSTATUSCODES
250-8bitmime250-8bitmime
250-BINARYMIME250-BINARYMIME
250-CHUNKING250-CHUNKING
250-VRFY250-VRFY
250-X250-X--LINK2STATELINK2STATE
250-XEXCH50250-XEXCH50

250 OK250 OK
STARTTLSSTARTTLS
554554  5.7.3 Unable to initialize security subsystem5.7.3 Unable to initialize security subsystem
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Issues with TLS?Issues with TLS?

 The entity that signs the certificate must beThe entity that signs the certificate must be
trusted by all SMTP serverstrusted by all SMTP servers

 It does not provide end-to-end encryption (likeIt does not provide end-to-end encryption (like
SMIME or PGP) as it only secures SMTPSMIME or PGP) as it only secures SMTP
communicationcommunication

 Certificate revocation mechanism will have toCertificate revocation mechanism will have to
exist & short lived certificate will have to beexist & short lived certificate will have to be
consideredconsidered

 Additional cost for setting up and maintenanceAdditional cost for setting up and maintenance
 Requires additional processing power andRequires additional processing power and

bandwidthbandwidth
 Could be illegal where encryption is prohibitedCould be illegal where encryption is prohibited
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Cost vs. BenefitCost vs. Benefit

 Similar view for cost vs. benefit forSimilar view for cost vs. benefit for
implementation of Web-based SSL(?)implementation of Web-based SSL(?)
 Security and privacy to the next levelSecurity and privacy to the next level
 SMTP servers will have legal ownersSMTP servers will have legal owners

 How much spam would admin ofHow much spam would admin of
registered server be kind to tolerate?registered server be kind to tolerate?
 Comments?Comments?

 What do you think?What do you think?
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SMTP-TLS SummarySMTP-TLS Summary

 Advantages/plus side for implementationAdvantages/plus side for implementation
 Authenticity of SMTP servers could be confirmedAuthenticity of SMTP servers could be confirmed
 Increased privacy and security for email usersIncreased privacy and security for email users
 Spam reduction as all SMTP servers will have to be registeredSpam reduction as all SMTP servers will have to be registered

and will need a signed certificateand will need a signed certificate

 Disadvantages/hurdlesDisadvantages/hurdles
 Entity that will take care of each region's registration will haveEntity that will take care of each region's registration will have

to be formed for every regions (creating more jobs :-)to be formed for every regions (creating more jobs :-)
 More admin work to maintain the SMTP servers and certificatesMore admin work to maintain the SMTP servers and certificates
 All SMTP servers will have to trust the signerAll SMTP servers will have to trust the signer
 Higher processing and bandwidth requirementsHigher processing and bandwidth requirements
 SMTP server registration and certificate associated costsSMTP server registration and certificate associated costs
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Why should TLS be implemented onWhy should TLS be implemented on
a global scale?a global scale?

 Makes emailing a safer thing to do withMakes emailing a safer thing to do with
more privacy without end-usermore privacy without end-user
involvementinvolvement

 Makes email communication becomeMakes email communication become
traceable and more reliabletraceable and more reliable

 Help in reducing spamHelp in reducing spam
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……:-):-)…………

$ telnet $ telnet kombu.apnic.netkombu.apnic.net  smtpsmtp
Trying 202.12.29.57...Trying 202.12.29.57...
Connected to Connected to kombu.apnic.netkombu.apnic.net..
Escape character is '^]'.Escape character is '^]'.
220 220 kombu.apnic.netkombu.apnic.net ESMTP Postfix ESMTP Postfix
EHLO xEHLO x
250-kombu.apnic.net250-kombu.apnic.net
250-PIPELINING250-PIPELINING
250-SIZE 10240000250-SIZE 10240000
250-VRFY250-VRFY
250-ETRN250-ETRN

250 8BITMIME250 8BITMIME
STARTTLSSTARTTLS
502 Error: command not implemented502 Error: command not implemented
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Sample of TLS implementationSample of TLS implementation
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End of SMTP partEnd of SMTP part
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File Transfer Protocol (FTP)File Transfer Protocol (FTP)

 Widely used, implemented in webWidely used, implemented in web
browsersbrowsers

 Communicates in plain-text (noCommunicates in plain-text (no
encryption) for everything includingencryption) for everything including
username, password, and filesusername, password, and files

 Vulnerable to sniffing and Man-in-the-Vulnerable to sniffing and Man-in-the-
middle attacks (session hijack)middle attacks (session hijack)

(Not as popular as email and web)(Not as popular as email and web)
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FTP SolutionFTP Solution

 2 major approaches2 major approaches

 FTP over TLS/SSLFTP over TLS/SSL
 Secure but not popular yetSecure but not popular yet

 SFTP (File transfer using SSH based protocol)SFTP (File transfer using SSH based protocol)
 Secure but not widely used except for SSH usersSecure but not widely used except for SSH users

(seems to be more popular than FTP over(seems to be more popular than FTP over
TLS/SSL)TLS/SSL)
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Internet Explorer support for FTPInternet Explorer support for FTP

 Internet Explorer 6 (worldInternet Explorer 6 (world’’s most populars most popular
browser) accepts browser) accepts ftpsftps:// and :// and sftpsftp:// type:// type
URLs but will just revert to ftp:// andURLs but will just revert to ftp:// and
shows shows ““FTP does not encrypt or encodeFTP does not encrypt or encode
passwords or data before sending thempasswords or data before sending them
to the server. To protect the security ofto the server. To protect the security of
your passwords and data, use Webyour passwords and data, use Web
Folders (Folders (WebDAVWebDAV) instead) instead””
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Technical implementationTechnical implementation

 General implementation with list of supported SSL/TLSGeneral implementation with list of supported SSL/TLS
FTP server/clientFTP server/client
 httphttp://://wwwwww..fordford--hutchinsonhutchinson..comcom//~fh-1-pfh~fh-1-pfh//ftpsftps--extext..htmlhtml

 SFTP (SSH based)SFTP (SSH based)
 http://www.openssh.orghttp://www.openssh.org
 http://www.ssh.com/support/documentation/online/ssh/winadmihttp://www.ssh.com/support/documentation/online/ssh/winadmi

nguide/32/SFTP_Server.htmlnguide/32/SFTP_Server.html

 Microsoft IIS implementationMicrosoft IIS implementation
 There seem to be no direct support for this. Instead of SSL/TLSThere seem to be no direct support for this. Instead of SSL/TLS

for FTP, for FTP, WebDAVWebDAV (World Wide Web Distributed Authoring and (World Wide Web Distributed Authoring and
Versioning) seems to be preferred.Versioning) seems to be preferred.
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