
     Isolating Suspicious BGP

Updates

To Detect

Prefix Hijacks

Author: Abhishek Aggarwal (IIT Delhi)

Co-authors:

Anukool Lakhina (Guavus Networks Inc.)

Prof. Huzur Saran (IIT Delhi)
           

Major Project Part II



AGENDA

Motivation

Objective

Background

Implementation

Data Analysis

Characterization

Classification

Results

Conclusions

References

! BGP routes can be hijacked by a misbehaving or

compromised router. This can have serious

consequences

! Accidental hijack

! AS 9121 incident

! Malicious hijack

! Used to send SPAM

Motivation

Larry J. Blunk, IEGP Meeting – 62nd IETF, March 6, 2005



Objective

Isolate suspicious BGP updates for further

analysis to detect prefix hijacks
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Mohit et al., 2006, 15th USENIX Security Symposium

Prefix Hijack: Example

a. True origin AS 52 announces prefix

131.179.0.0/16
b. False origin AS 110 announces prefix

131.179.0.0/16

Figure: AS 110 hijacks prefix of AS 52
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Valid MOAS Case

Figure: Multihoming without BGP

Multihoming without BGP
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Valid MOAS Case

Figure: Private AS number substitution

Private AS number substitution
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! Analyze past BGP data to establish normal behavior for a

prefix

! Associate a state with every prefix at a border router

! Origin AS is state variable

! Track changes in the state to figure out normal changes

for prefix

! Analyze incoming updates and flag the ones violating the

normal

Basic Philosophy
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Percentage HoldTime Difference of MOAS Prefixes

0

20

40

60

80

100

120

1 7 13 19 25 31 37 43 49 55 61 67 73 79 85 91 97 103 109 115 121

Prefix

%
H

o
ld

 T
im

e
 D

if
fe

re
n

c
e

Percentage hold time distribution of

conflicting ASs is highly skewed

Figure:  Percentage hold time difference for MOAS prefixes
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Perecntage Hold Time
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Negative correlation between % Hold Time

Change and AS Path Length Change

Figure: (a) Percent hold time Vs Prefix, and (b) Normalized AS path length Vs Prefix
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% Breakup of MOAS Prefixes on Preferred AS Path 

Length

84%

16%

Shorter

LongerTotal MOAS Prefixes: 124 

For 84 % prefixes:

AS with high percentage hold time has a shorter path

length

Figure: Percentage breakup of MOAS prefixes on preferred AS path length
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AS Path Relationship

! Overlap

! One path lies on the other

! Related origin AS

! Cross

! Intersect in unique points

! Distinct

! Independent of each other
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For ~ 88 % multi origin prefixes:

Conflicting ASs have overlapping AS paths

Figure: Percentage breakup of prefixes on AS path relationship of conflicting ASs

Percentage Breakup of Prefixes on AS Path 

Relationship of Conflicting ASs
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AS Path Relationship



! Change in state of prefix

! Multi Origin AS conflict

! False origin AS has

! Low percentage hold time

" Malicious routes are short lived

! Shorter AS path length

! Distinct or Cross AS path relationship

! Deaggregated prefix

Characteristics of Possible

Prefix HijacksAGENDA
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! Change in Percentage hold time of conflicting ASs

! Change in AS path length

! AS path relationship

! Overlapping

! Cross

! Distinct

MetricsAGENDA
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Architecture Diagram
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Implementation

Abilene routing data for 2 months

Warm Up Phase

Classification Phase

1st month’s data

2nd month’s data
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% Breakup of Flagged Updates

67, 49%
60, 43%

11, 8%
High Suspicion
Medium Suspicion
Low SuspicionTotal Updates Flagged: 138

Total Updates processed = 671646

Results

Figure: Percentage break up of flagged updates
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% Breakup of Updates

26%

74%

Announcements

WithdrawalsTotal Updates: 671646 

% Breakup of Annoucements

325397, 

65.25%

172365, 

34.56%

933, 

0.19%

Change State

No Change in State

New Prefix AnnouncementsTotal Annoucements: 498695 

Results

Figure: Percentage break up of updates

Figure: Percentage break up of announcements
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% Breakup of Annoucements Causing 

Change in State

958, 0.56%

171407, 99.44%

MOAS Conflict

No MOAS ConflictTotal Annoucements Causing Change in State: 172365
% Breakup of MOAS Conflict Cases

905, 91%

35, 3%
11, 1%

53, 5%

Valid Cases
High Suspicion 
Medium Suspicion
Low SuspicionTotal MOAS Conflicts: 958

Results

Figure: Percentage break up of announcements causing change in state

Figure: Percentage break up of MOAS conflict cases

AGENDA

Motivation

Objective

Background

Implementation

Data Analysis

Characterization

Classification

Results

Conclusions

References



% Breakup of New Prefix Announcements

521, 56%

7, 1%

32, 3%

373, 40%

No Deaggregation
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Low  SuspicionTotal New Prefix Announcements: 958

Results

Figure: Percentage break up of new prefix announcements
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Deaggregation

Some Interesting Incidents

AS Path Relation: Distinct

AS Path: 18592  2153  101  14077AS Path: 668

Origin AS: 14077Origin AS: 668

Deaggregation Prefix:

138.18.214.0/24
Covering Prefix: 138.18.0.0/16

NewExisting
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AS Path: 20965 559AS Path: 5050

Hold Time %: 0.001Hold Time %: 99.99

Prefix: 192.88.99.0/24

Origin AS: 559Origin AS: 5050

AS Path Relationship: DistinctStatus: Active

NewExisting

Replacement

Some Interesting IncidentsAGENDA
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! Past BGP data about a prefix can help to

determine safe changes to the state of the prefix

! Percentage hold time change, AS path length

change and AS path relationship are useful

metrics to filter out valid MOAS incidents

! Normally, percentage hold time change and AS

path length change have a negative correlation
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! Help network operators

! Enable manual data analysis

! Inject new detection schemes

! Readily deployable

! Incremental deployment

! Build base truth on prefix hijacks

Key Benefits



! Finding new relevant metrics to isolate and

classify prefix hijack incidents with higher

probability

! Fusing Internet wide Route Views data with local

AS data

! Fusing Internet traffic data with routing data
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Future Scope of Work
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Thank You !


