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root attack
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<maz@iij.ad.jp>
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attack on oth Feb 2007

* DDoS against the root and some TLDs
—10:00UTC~

 Attack Traffic
— UDP/53
— large packet
— Asia is a major source of the attack traffic
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reports

« Several reports are published
— how much the attack traffic...
— how ops work together...

* Was there any effect for end-users?
— delay
— any failure on name resolve
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dns cache server in [IJ/AS2497

r DoS

root - cache

ache enduser

delay | root-servers
dns query A
; deIayI | TLD-servers
F I < /A—’ .
7 il dns reply
enduser
l Ny | other-servers
ol root - cache
monitor l0SS
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response delay of cache server

dns {cache-enduser} response delay - 86 Feb 2887

neasure point: ITJSA52497 Tokyo
{c) naz@iij,ad. jp
response range; 8-6 sec

1e+86
18088¢
packet coun 16088
1e+06 =i 16008
160000 S 100
10008 | 4u
1060 .
100
28388
18
1g

16:088

tine{UTC}

response tinelsecl 108+08
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zoom (0O~1sec delay)

dns {cache-enduser} response delay - 86 Feb 2887

neasure point: ITJSA52497 Tokyo
{c) naz@iij,ad. jp
response range: 8-1 sec

le+86
18888¢
packet coun 16088
le+86 5 18848
1886888 108
18608 | 10
18688 -
168
28:88
18
% a

16:088

14:88 |
tine{UTC}

response tinelsecl 108+08

Copyright (C) 2007 Internet Initiative Japan Inc.



AforA

e.g.) A? 192.168.0.1.

r DoS

AforA query AforA query |
deIayI Ide|ay . root-servers
o ) NXdomain dns NXdomain
enduser loss?

« We can estimate the root-server performance by
checking the delay of AforA queries.
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response timelsec]

AforA query stat

AforA response stat - B Feb 2807

measure point: IIJ-A52497° Tokyo
o) mazadiij.ad. jp

raot drop ratelcache-root seruver?

18: 88 12:88 14: 88 16:88 18:88 2H: @8
time (UTC?
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T T T T
AforA response delayfcache-root seruer? "
AforA response delaytcache-enduser? +

gquery drop ratelgqueryssec]



response timelsec]

9,845

8,833

B.823

8,813

response delay - all recursive query

dhns tcache-enduser? response delay - @& Feb 2867
T T T T
responze delayimsand +
measure point! ITJSAS2497 Tokyo
fod mazdiij.ad. jp
- N -
* +
+, +
4
¥
- E 4+ -
+ ++
+ + 4
+ o+ o4t * + + ¢+
e + +
++}$}£:*h-:'++ ’ + + o+
B + Ft. + + —
T Ry : ' - N
e +F P ot vt w RS
e T e b S g Fele g, Tasmas s
+ + +
H }Fﬁ wH g *;ﬁ'f ++ +H_,¢.+ ﬁtr+ﬁ;‘h-§+ +4 Stk f +§+ 4 et ++,_++ +
B N A I IR AR I
* + et
oot Tedy BT T HERTR AV N e Jwim
RS ; + +F +F 2 T
+ +7 I+ P H ﬁ A
+
1 1 1 1 1 1
16: 088 12:88 14:688 16: 08 12:88 2@: 68
time (UTCH

response timelsec]

B.6EE132

B.88813

B.e@alzas

B.BEE1ZE

B.8668124

B.@EE122

dhns (cache-enduser) response delay - @6 Febh 2867
T T T T T
response delayimediand +
measure pointi: ITJCASE497 Tokyo
o) mazdiij.adsjp
- - + + L +
1 1 1 1 1 1
168: 088 12:@8a 14:088 16:@8a 12:688 2@8:08
time (UTCH
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response timelsec]

response delay - .uk query only

-uk fcache-enduser? response delay

= B& Feb 2887

T T T T T
* response delagimean +
measure point: ITJ/ASE497 Tokyo
- o) mazdiij.ad.sjp
+
+
- . .
+
+
L +
+ +
+ 4
+
- +
+ +
+ +
+ + +
+ + 4 + o+,
- + ’
+ " t; + .t tLo* +* T ++ * ! +
+ ++ + +
] ¢++ + ++#.§1 *f+++ K - +*t+++ i
+ + +
Em‘_ +#$'+-35¢|.ﬁ- 1:',:‘#‘* iy ++-|Q$+ +++".'..+ ++0-+++ . :‘_# " ++1 :**’ +t +
E po e Ty g +_,. F*-n-++++ﬁ$+++ + +++ i RS Freoox +ﬂ R
hg £t E i S e i i TR Farte s
R R T AT S ++ + +. T+ R +++++ ot ad g
I L T ++++L*++ +*?:ﬁ+*§. et L RS
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+ + o o
+ " L + ;*
1 1 1 1 1
16: 088 12:08 14:808 1&: 088 12: 08 28: 68
time {UTCH

response timelsec]
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Uk focache-enduser) response delay - @6 Febh ZBB7
T + T T T
response delayimediany +
+
measure point: ITJA/ASE497 Tokyo
B (gr mazdiij.ad. jp
+
+
- +
- +
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+ o + + - N
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response timelszec]

response delay - .org query only

.org (cache-enduser) response

delay - BE Feb EBBF

»oryg (cache-enduser) response delay - B6 Febh 2067

T T T T T a.ga82e T T T T - T
response delay(meand + response delagimediand +
¥
measure pointi ITJ<AS2497 Tokuo measure poigkt II.J/nSE4_:_37 Tokyo
- AR e e tod +-§+ﬁt++ R i "‘_h_+*lﬂ‘+++,'—+
c¥ mazdiij.ad.jp - =3 +q_z# oy 2t FE A S + R R 4+ +
= A.@a824 - e Feop A " 4
+ +
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= PR A.@a822 - 4
:t"' +t
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£ -
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+ + oo, m + ¥
L + 7t o+ + L + + + + + a
ot ‘o ColllE " ¥ R +4 F = + F
e tor - I * ++ * +
+ +
+oapt bW o + +
+ 0
= * o % @.ea@1s [ " & 4
LR @ + ++ + + + +
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1@:@a 12:68 14:08 16:88 12:88 2@:08 l@:8a 12: 88 14:@8@ 16: 88
timeCUTC) timeCUTC?
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response timelsec]

.UK query stat

.uk response s=tat - 13 Feb Z0AEF

measure point: IIJ-A52497° Tokyo
{3} mazdiij.ad. jp

H ¥

T T T T
Uk response delaydicache-enduser:?

«uk response delaytcache-TLD serwver?
.uk drop rateicache-TLD serwver?

Y
++  ++  + w+ ¥ + + *+
+ E A b + + + +
x
+ +
' ks
+ ++ + +
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+
¥
+
+
" +
* +
+ +
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+ +
+

time (UTC?
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response timelsec]

.0rg query stat

.orgy response stat - B& Febh 2867

T T T
4 sorg response delayicache-enduser:) +
.ory response delaytcache-TLD serwver? #

.org drip rateicache-TLD serwer?

+
1 +

- e+ H 4 + 4 +

+ o+ T4t + +

+
+oaggtt # * o
S + o+ +
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+

++ e it

*‘g ﬁ
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++ x #

fi .y
*

4

1@: 88

12108 14: @8

time (UTC?

16:88 18:88 2H: @8
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+

gquery drop ratelgqueryssec]
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query - sec

26

23

=]

13

18

guery to root-servers

dns guery to root-servers - B& Feh 2867

(=)

16:88

T T T T
query

query

measure point: IIJ-A52497° Tokyo query

mazaliij.ad. jp gquery
guery
query
query
guery
query
guery
query
query
guery

12: 88 14: 88 16: 88 18:88

time (UTC?

ta
ta
ta
to
ta
ta
to
ta
ta
ta
ta
to
ta

a—-root
b-root
c—root
d-root
e—root
f-root
g-root
h=root
i-root
Jj-root
k-root
l-root
m—root
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response timelsec]

response delay of m.root

hostname.bind. - "M-NRT-JPNAP-3"

during attack

dns response time & drop rate - B6 Feb 2067

measure point: I
ol mazdiij.ad.jp

18: 688

12:88

IJ-ASE497 Tokyo

T T
m-root response +
m=root gquery drop

TR T N I R

14:@8@ 16:88
TimecUTC)

15: @88 ca: a8

drop gquery [gueryssec]

response timelsec]

1 week later

dns response time & drop rate - 13 Feh 2067

T T T T T T

m-root response +
m=root gquery drop
measure pointi: ITJCASE497 Tokuo

to) mazdiij.ad.jp

FTURRRPRTITIPE T AT e m
18: 88 12: 688 14:@8 16:88@ 15:88 ca: a8
TimeCUTC)
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[IJ/AS2497 and m.root

* IIJ have 3 peers with m.root. anycast sites.
— 1IJ provides transit for m.root.

Copyright (C) 2007 Internet Initiative Japan Inc. 16



during the attack

* |IJ transited attack traffic as well...

— |IJ’s cache server selected the oth__e_r site.

p U

’ - '\""""a.____, W
m.root m.root
Copyright (C) 2007 Internet Initiative Japan Inc.
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response timelsec]

response delay of f.root

hostname.bind. - "kix1b.f.root-servers.org"

during attack

dns response time & drop rate - B6 Feb 2067

T T T T T T

f-root response +
f-root guery drop
r measutre point: ITJ/ASE497 Tokyo 7

ol mazdiij.ad.jp

18: 688 12:88 14:@8@ 16:88 15: @88 ca: 88
TimecUTC)

drop gquery [gueryssec]

response timelsec]

1 week later

dns response time & drop rate - 13 Feh 2067

T T T T T T
f-root response +

f-root gquery drop

to) mazdiij.ad.jp

<ol oottt et il
18: 00 1280 14: a8 16:mm 15:08 za:an
timecUTC)
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response timelsec]

dns response time & drop rate - B6 Feb 2067

response delay of i.root

hostname.bind. - "s1.tok"

during attack 1 week later

dns response time & drop rate - 13 Feb 208687

measure pointi
ol mazdiij.ad.jp

18: 688

12:88

T T T
i-root response + i-root response +
i-root guery dro i-root query drop
11J-ASE497 Tokuo . & . 9 1.4 1.4 - measure point: IIJ-AS2497 Tokyo 1 1.
Cocr mazdiij.ad. jp
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n o
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= +
o L
i n
o c
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o o
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+4 B.4 G.4 - 4 @
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8 B e e
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timeCUTC timeUTCH
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server selection during attac

gqps percentage

Fa

=]

a8

46

38

=]

1@

dns guery to root-servers (percentage) - B& Febh 2867

T T T T T
query
guery
measure point: IIJ-A52497° Tokyo query
tor mazdiij.ad.jp gquery
guery
query
guery
guery
query
guery
guery
query
guery

ta
ta
ta
to
ta
ta
to
ta
ta
ta
ta
to
ta

a—-root
b-root
c—root
d-root
e—root
f-root
g-root
h=root
i-root
Jj-root
k-root
l-root
m—root

)

time (UTC?
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application layer restoration

2 Mk

My kz o cazdlrer o+ e

« DNS Cache servers |

selects stable |
authoritative servers ..
automatically.

 Of cause, this

Sty ko ezt
--.u-ﬂ,ﬁ.ﬂ.p |_|::;.-‘--|'\-I Tl
ITERERE:E BN Pk
L T T
oy k= "

..l..--u [
Jokoy bz | ezt
T TN

feature depends on -

L il

il F;

'''''''

LLLLL
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response timelsec]

response delay of b.root

hostname.bind. - "b2"

during attack

dns response time & drop rate - B6 Feb 2067

measure pointi
ol mazdiij.ad.jp

ITJ-ASE497 Tokuo

T T
b-root response +

b=-root gquery drop

14:@8@ 16:88
TimecUTC)

15: @88 £a:ea

drop gquery [gueryssec]

response timelsec]

1

week later

dns response time & drop rate - 13 Feh 2067

T T T T T T
b-root response +
b=-root gquery drop
measure pointi ITJ-ASE497 Tokuo H4 1.4
to) mazdiij.ad.jp
1 1.2
14 1
-1 @.38
- B.&
- a.4
-1 8.z
+
" PR 4
1 1 el /\ i 1 a
18: 88 12: 688 14:@8 16:88@ 15:88 ca: a8
timeCUTC)
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response timelsec]

dns response time & drop rate - B6 Feb 2067

response delay of g.root

hostname.bind. - "g.root-servers2.net"

during attack 1 week later

dns response time & drop rate - 13 Fek 2067

T T T T T T T T T T T T
g-root response + g-root response +
g-root gquery drop X g-root guery drop
measure pointi IIJ ASE497 Tokyo 9 1.4 1.4 measure point: ITJ/ASE2497 Tokuo
o) mazdiij.ad. jp (2) mazadiij.ad. jp
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- I
=] 1]
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4 8.8 2 E m.8
- +
= L
L u
o <
] o
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o L
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TimecUTC) TimeCUTC)
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response timelszec]

response delay of k.root

hostname.bind. - "k1.linx"

during attack

dns response time % drop rate - B8 Feb Z8@F

T T T T T

k-root responze
k-root guery drop
measure point: ITJCASE497 Tokyo

o) mazdiij.ad.jp

T
+

16: 688

12:688 14:08 16: 68

timeCUTC)

12:04a

2@: 68

drop gquery [query-ssec]

response timelsec]

1 week later

dns response time & drop rate - 13 Feh 2067

L +
+. = S PN AR e
R T *&@; S S e B T
Fante IR St T LW S L LR

T T T T T
k-root response

k=root gquery drop
measure pointi: ITJCASE497 Tokuo

to) mazdiij.ad.jp

+

+

18: 88 12:88 14:@8 16:88@

TimeCUTC)

15:88
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response timelsec]

response delay of l.root...7

hostname.bind. - "lax-25"

during attack 1 week later

dns response time & drop rate - B6 Feb 2067 dns response time & drop rate - 13 Feh 2067
T T T T T T T T T T T T
l-root response + l-root response +
1-root gquery drop 1-root guery drop
-4 - measutre point: ITJ/ASE497 Tokyo 4 1.4 1.4 measure pointi: ITJCASE497 Tokuo 9 1-
ol mazdiij.ad.jp to) mazdiij.ad.jp
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< it
o c
3 o
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1 I I I I 1 I I
a a a
18: 688 12:88 14:@8@ 16:88 15: @88 ca: 88 18: 88 12: 688 14:@8 16:88@ 13:88 2@: ea

TimecUTC) TimeCUTC)
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# of queries to root-servers

« 1229097 total queries

— 1223957 invalid_TLD (99.5%)
* 1110543 AforA (90.3%)
* 113414 other invalid _TLD (9.2%)

— 5140 valid _TLD(0.4%)
« 4787 .arpa (0.3%)
« 353 other valid _TLD(0.02%)

duration 08 Feb 2007 09:00UTC-21:00UTC
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conclusion

* There was a attack, but we can say the
effect to end-user is minimal or ignorable.

— anycast works fine. ©
— application layer restoration works fine.©

— thanks for the long TTL, cache servers need
to send a query to root-servers sparsely.

» But we found delays on .org response, we
need further researches about this.
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