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1 Summary

This document proposes operational requirements for organisations wishing to run their own WHOIS, with data replicated by APNIC for wider public access. 
2 Background and problem

A number of APNIC members hold sufficient resources that they feel a need to run their own WHOIS service, to manage these resources in an efficient manner. These may be either NIRs or non-NIR members who have internal registry requirements. In addition some ISPs may also operate WHOIS databases for routing management (in the IRR community for instance).

Operationally it makes little sense to incur the cost of a local WHOIS service for a small number of records, but for members who face a high volume of changes to allocation and assignment records on a regular basis, running a local WHOIS will benefit the member, APNIC as a whole, and the general Internet by improving data consistency and accuracy.

Although there is a well understood obligation on the part of APNIC to provide a reliable and up to date view of all allocation and assignments in region, there is no current definition of requirements for coordination of these WHOIS services with APNIC. Therefore the APNIC Secretariat proposes a more formal specification of behaviour to coordinate WHOIS facilities within the membership.

This specification will permit the adoption of more streamlined processes to manage address registration records, and permit improvements in related processes including reverse DNS delegation management, and routing registration.

3 Other RIRs

3.1 ARIN

ARIN supports use of the rwhois mechanism, which is documented at


http://www.rwhois.net/
This is a referral whois mechanism, in which ARIN servers must directly access member-specific rwhois server to forward queries. 

APNIC does not support rwhois, since it is not compliant with the RIPE database.

3.2 LACNIC

At this time, there is no process for LACNIC members to run their own WHOIS services in cooperation with LACNIC.
3.3 RIPE NCC

At this time there is no process for RIPE members to run their own WHOIS services in cooperation with RIPE for allocation and assignment record keeping. 

3.4 Other - IRR

Many organizations run routing registries, either stand alone or federated, via private agreements, or brokering services such as the Merit RADB (see http://www.radb.net/)  APNIC already encourages use of  RPSL compliant IRR databases, and offers a service to mirror the data in the APNIC servers. 

JPNIC has proposed separately that APNIC should coordinate provision of IRR services in the Asia Pacific region, using hierarchical coordination mechanisms where appropriate. This technical requirement proposal is complimentary to any routing registry coordination. Routing registries already require the use of RPSL compliant systems.

4 Proposal

This document proposes that  APNIC members who wish to run their own WHOIS service meet the following operational requirements.

1. WHOIS servers must be RPSL compliant. At the time of writing two freely available code platforms exist which meet this requirement:

a. The RIPE WHOIS v3 system available from ftp://ftp.ripe.net/ripe/dbase/software/
b. The IRRd system available from http://www.irrd.net/
Either system is supported under this proposal, and future software may be included if it meets technical requirements.

2. Data must be exchanged with APNIC via Near Real-Time Mirroring (NRTM) or related protocols. NRTM is a simple data exchange mechanism which sends RPSL objects with markers to add, delete or modify records. It has a synchronization mechanism to keep track of database serial numbers and can handle both single changes, and periodic updates.

3. In accordance with APNIC policy, only English language records may be exchanged with APNIC via this procedure. 

4. No routing objects which refer to resources other than allocations and assignments held under this process can be asserted, unless the appropriate RPSL authentication processes are followed to verify the objects, and a compatible WHOIS service can supply suitable cross-authentication. 

5. Reverse DNS records for allocations and assignments which are not sub-delegated in the members own DNS management must continue to be maintained in the APNIC WHOIS service. A separate agreement may be made with APNIC to use the mirrored WHOIS data to manage delegated DNS records if desired.

6. Operational contacts must be identified and reachable by APNIC Staff during core working hours, to resolve problems with the service. In turn, the APNIC Secretariat will endeavour to maintain a highly reliable service and present a view of the member-specific WHOIS data as part of the default search space for all whois queries processed at APNIC. The Members data will also be available directly tagged as Source: <Member> for use by smart WHOIS tools such as the IRR toolset.

5 Issues

5.1 Pre-existing mirrors at APNIC

Currently, some NIRs use non-RPSL WHOIS locally and share data with APNIC via bulk update methods. APNIC then converts the data into RPSL and mirrors it in the APNIC WHOIS. This update cycle typically runs weekly. 

APNIC will continue to support NIRs which wish to exchange data in this manner, however NIRs may choose to update their whois services in accordance with this document, in order to allow immediate update of records mirrored at APNIC, and allow enhanced routing and reverse DNS management processes for their members.

5.2 Scaling services

The current APNIC WHOIS service may require re-scaling to address more widespread mirroring. The APNIC Secretariat are investigating software and hardware issues.

5.3 ERX and other un-related data

APNIC Members may hold Early Registration records which relate to resources received from the InterNIC prior to APNIC’s establishment. As the Early Registration Transfer project proceeds, management of all such records will be relocated to APNIC from ARIN. For members running their own WHOIS database, ERX records may then be transferred from APNIC to that database as required.

