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ABRY What is Reverse DNS?

 What is ‘Reverse DNS’?

* Forward DNS maps names to numbers
whois.apnic.net =2 203.37.255.97

* Reverse DNS maps numbers to names
203.37.255.97 - whois.apnic.net




AK: IN-ADDR.arpa

* Hierarchy of |IP addresses

» Use in-addr.arpa domain
INverse ADDRess

* |P address is written L to R
203.37.255.97

* Reversed in in-addr.arpa hierarchy
97.255.37.203.in-addr.arpa




AB? IN-ADDR.arpa
* Mapping numbers to names - ‘reverse DNS’

Root DNS ('.")

com arpa olg

in-addr

|

61| 203 210 211..

7
63 | ==>63.62.61.in-addr.arpa




AR SOA Record

63.62.61.in-addr.arpa IN SOA
machine.that.is.primary.NS myself.my.address (
2000030201 ; SOA Serial Number
; YYYY MM DD XX
3H . Refresh time
30M ; Retry time
ALY , expiry
12H ) ; minimum Time To Live (TTL)




AR NS Records

; Still in '63.62.61.in-addr.arpa’

IN NS

IN NS

IN NS

ns1.my.forward.domain.

, See RFC 1035
ns2.my.forward.domain.

; At least two nameservers
ns.some.faraway.site.

; See RFC 2182 - backup in

; case your site is down




ABY PTR Records

; PTR records ‘point’ an IP to a hosthame
. In current $ORIGIN, 63.62.61.in-addr.arpa

1

IN PTR router.my.forward.domain.
, IP address 61.62.63.1

IN PTR mail.my.forward.domain.
, IP address 61.62.63.2

IN PTR last.machine.in.subnet.




v —
AE: Always Remember the Dot.

* Forgetting the trailing dots is bad

« BIND appends the current domain (SORIGIN)
to a record without a trailing dot

« Zone file entry

3 IN PTR machine.no.dot

« $ host 61.62.63.3

3.63.62.61.IN-ADDR.ARPA domain name pointer
machine.no.dot.63.62.61.in-addr.arpa




s DIND




v —
ABY Tell the World About It

* Reverse delegation are not automatically
setup as part of an |IP allocation

- Request form

e hitp://www.apnic.net/db/domain.html

- Verifies configuration, adds to APNIC
database, creates in-addr.arpa domain
object in WHOIS database




The Form

/3 Create Domain Object - Microsoft Internet Explorer

J File Edit “iew Go Fawartez: Help

Create Domain Object

Domain Object

What is this form to be used for?

This form assists in the creation and maintenance of domain objects. A domain object

represents a Top Level Domain {TLDY or other domain registrations. AFMNIC uses this to
store in-addr arpa domains (reverse delegations).

[ * indicates mandatory field )

* R
Domain:
IP domain narme.

&
Descr:

A short description of this
object and the name of the

=

-

I_ I_ I_ @ Internet zone




AE? Filling out the Form

Domain: 63.62.61.in-addr.arpa

Descr: Server and Office subnet
Country: KR

Admin-c: (APNIC) NIC-HDL
Tech-c: (APNIC) NIC-HDL

Zone-C: (APNIC) NIC-HDL
Ns1.my.forward.domain

nserver: ns2.my.forward.domain

ns.some.faraway.site




oy o
AR Filling out the Form (cont)

remarks: Any other remarks (optional)
notify: Database emails this if object changes

Mnt-by: Maintainer-object
password: password-for-above

mnt-lower: Same-as-mnt-by

Your E-mail: Myself@my.address
Source: APNIC




43 Domain Update Results - Microsoft Internet Explorer

J File Edit ‘“iew Go Favartes Help

Please wait while your request is processed.

Parsing and validating your submission ...

Errors encountered

Teour update request was unable to be completed due to the following errors. Please correct them and try agaun. If the
Error 15 temporary in nature, correct the error and 'Eeload' this page (possibly this frame).

*EEROE* 204 on "ns apmc.net” does not match 204 on "svc00 apric.net”. All nservers must respond with
the satme S8

*EEREOE* N2 EE for ns.telstranet found on swel0 apmic net but not in supphed template.

*EEREOE* N2 EE for ns.telstranet found on swel0 apmic net but not in supphed template.

*EEROCE* N2 EE. for ns.telstra.net found on ns apmc.net but not in supphed template.

*EEROCE* N2 EE. for ns.telstra.net found on ns apmc.net but not in supphed template.

*EEEOE* cross-check of'listed NS EE faled.

Feturn to creation farm

I_ I_ I_ @ Internet zone




Update Resul icrosoft Internet Explorer

File Edit ‘“iew Go Favartes Help

Verilying your authorisation ....

T our matntainer uses the 'CEYEPT-PW' or TJONNE' authorization schema, Attermnpting to subtnit vour request directly to
the databasze.

Update results

Connection closed.

“,

% Rights restricted by copyright. 3ee http:/fwuw.apnic.net/db/dbcopyright .. html
Update FALILED: [domain] 174.202.in—addr.arpa

domain: 174,202 . in—addr.arpa

descr: in-addr.arpa zone for 202.174516
admwin-c: DMNE3—AF

tech-o: DMNZ3—-4AF

Zone—o: DINS3—AF

nServer: n=.aphnic.netc

nServer: swol0.apnic.net

mnt-lby: MATNT-AP-DHNS-DEFAULT

changed: dnz—adminfapnic.net 20000215
Source: APMIC

*ERRORY: authorisation failed, redquest forwarded to maintainer

Processing completed.

|@ I_ I_ I_ @ Internet zone




43 Domain Update Results - Microsoft Internet Explorer

J File Edit ‘“iew Go Favartes Help

Please wait while your request is processed.

Parsing and validating your submission ...

Warnings generated

Verifying your authorisation ....

T our mathtainer uses the '"CEYPT-PW' or TMOME' authorization schema. Attemnpting to subtnit vour request directly to
the database.

Update results

Connection closed.
5

% Rights restricted by copyright. 3ee http:/fwuw.apnic.net/db/dbcopyright .. html
Tpdate OE: [domain] 174.202.in—-addr.arpa

Processing completed.

|@ I_ I_ I_ @ Internet zone




i |
Aﬁc When are changes active?

« Zone files rebuilt from database every morning
(Mon-Fri) at 10am

(10am, UTC +1000)

« Changes after 10am Friday not visible until
10am Monday

 ns.apnic.net automatically reloads zone files if
required

« dns-admin@apnic.net for requesting human
assistance




ABRY Questions?




